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f. run_menu.html
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g. sidebar.html
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1-5. report
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f. pdf_form.html
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1-6. login

a. login.html
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1-7. setup
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b. admin_setup.html
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2-1. urls.py
URL 7|12 89
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/send_certCode
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/server
/server_register
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/server_options
/server_simple_table
/report_simple_table

/get_run_button
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/new_server
/new_event
/page_server
/page_server_category
/page_event
/page_event_category
/page_new_server
/page_new_event
/page_setup
/page_admin_setup
/attack_start
/attack_stop
/search_start
/search_stop

/reboot

/shutdown

/delete_all
/get_events_status

/get_servers_status

/get_servers_system_status

/set_server_status_hold
/check_monitoring
/stop_monitoring
/scripted_grafana
/start_glances
/influxdb_start
/mysqld_start

/grafana_start
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/search_batch_start O|HIES| HiX| ZAS AlZ}

/search_report 2|ZE MY Ho|X| &&

/new_report 2|ZE Md Ho|X| =& (22 Al)

/search ErM(2|ZE)0j| LSt RestFul Apig M3
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/get_event_target_servers 3t O|HIE O] &5t CHAH AH{Q| E|AEE dtst
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/search_report_result 2|ZE Zu} £
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2-2. views.py
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3. pdll
3-1. models.py
a. User
class User 7|2 M9

userSrl = models.AutoField(primary_key=True)  user E|0|22| auto increment PK

password = models.CharField(max_length=128) HIZH=



class User

fullname = models.CharField(max_length=50,
blank=True)

email = models.CharField(max_length=50,
blank=True, unique=True)

address = models.CharField(max_length=50,
blank=True)

phone = models.CharField(max_length=50,
blank=True)

birthYear = models.CharField(max_length=10,
blank=True)

sex = models.CharField(max_length=5,
blank=True)

imageUrl = models.FileField(null=True,
upload_to='image/%Y/%m/%d',blank=True)

certificateCode =
models.CharField(max_length=10, blank=True)

isCertificated =
models.BooleanField(default=False)

isDisabled =
models.BooleanField(default=False)

isAdmin = models.BooleanField(default=False)

regTime =
models.DateTimeField(auto_now_add=True)

updTime =
models.DateTimeField(auto_now=True)

grafanaRefresh =
models.IntegerField(default=30)

searchUserSrl =
models.CharField(max_length=5000, default=")

logServer = models.IntegerField(default=0)

isSearchedByAdmin =
models.BooleanField(default=False)

lastLoginTime =
models.DateTimeField(auto_now=True)
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b. Category

class Category

72 My

categorySrl =
models.AutoField(primary_key=True)

parentCategorySrl =
models.IntegerField(default=0)

type = models.CharField(max_length=100,
choices=category_type, default="server')

name = models.CharField(max_length=100)

description =
models.CharField(max_length=1000)

priority = models.IntegerField(default=100)

isEssential =
models.BooleanField(default=False)

regTime =
models.DateTimeField(auto_now_add=True)

updTime =
models.DateTimeField(auto_now=True)

c. Server

class Server
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serverSrl =
models.AutoField(primary_key=True)

id = models.CharField(max_length=100,
default=")

name = models.CharField(max_length=100)
ip = models.CharField(max_length=100)
port = models.IntegerField(default=80)

type = models.CharField(max_length=50,
choices=server_type)

user = models.ForeignKey(User)

category = models.ManyToManyField(Category,

through='ServerCategory')

runCount = models.IntegerField(default=0)
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class Server

71 Mo

status = models.CharField(max_length=50,
choices=status, default="hold')

system_status =
models.CharField(max_length=20,
choices=system_status, default="off")

monitoring_status =
models.CharField(max_length=20,
choices=monitoring_status, default="hold")

regTime =
models.DateTimeField(auto_now_add=True)

updTime =
models.DateTimeField(auto_now=True)

check_url_pid =
models.CharField(max_length=100, blank=True,
null=True)

nmap_pid =
models.CharField(max_length=1000, blank=True,
null=True)

d. Event

class Event
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eventSrl = models.AutoField(primary_key=True)

id = models.CharField(max_length=100,
default=")

type = models.CharField(max_length=50,
choices=event_type)

name = models.CharField(max_length=100)

description =
models.CharField(max_length=1000)

workServer = models.ManyToManyField(Server,
related_name='workServer')

targetServer =
models.ManyToManyField(Server,
related_name='targetServer')



class Event

user = models.ForeignKey(User)

category = models.ManyToManyField(Category,
through='EventCategory')

runCount = models.IntegerField(default=0)

status = models.CharField(max_length=50,
choices=status, default="hold")

startTime =
models.DateTimeField(default=timezone.now())

endTime =
models.DateTimeField(default=timezone.now())

attackMethod =
models.CharField(max_length=200, default="")

regTime =
models.DateTimeField(auto_now_add=True)

updTime =
models.DateTimeField(auto_now=True)

pid = models.CharField(max_length=1000,
blank=True, null=True, default=")

check_url_pid =
models.CharField(max_length=1000, blank=True,
null=True, default=")

nmap_pid =
models.CharField(max_length=1000, blank=True,
null=True, default=")

job = models.CharField(max_length=100,
blank=True, null=True)

searchLog = models.TextField()
pps = models.IntegerField(default=1)

attackMinute = models.IntegerField(default=1)

2
1%
O
HU

Okl

N
olI
Ik

i}
1%
iel
o

Proom
o 1x
Ok Hu
N4

Ol
N
Rl
1

ol

=

A

[

1



e. Search

class Search 7|2 8y

searchSrl = EFM H|O|=2| auto increment PK
models.AutoField(primary_key=True)

id = models.CharField(max_length=200, ErA ofo|C|
blank=True, null=True)

report = models. TextField(default=") HaMLHE

targetServer = models.ForeignKey(Server, CH&F A

related_name='searchTarget')

searchServer = models.ForeignKey(Server, EFAH 223l AfHY
related_name='search’)

status = models.CharField(max_length=50, ErA AN
choices=status_, default='stop')

startTime = =R PNESPNFd
models.DateTimeField(auto_now_add=True)

endTime = B Bz A7t
models.DateTimeField(auto_now=True)

regTime = SE Azt
models.DateTimeField(auto_now_add=True)

updTime = OFX|2F =8 AlZt
models.DateTimeField(auto_now=True)

user = models.ForeignKey(User) EMME ARSH RN

portscan = models.TextField(default=") EEAM At

route = models.TextField(default=") FE B At

check_url = models.TextField(default=") check url Zzt

isDone = models.BooleanField(default=False) MM T2 0{R



4. 7|El APIs

4-1. attack_start, attack_stop
- 34 AMEF Y EX|ot= API

GET stls O|HIE srl 2 srls H=0l msg : 34 AIZF HIA|X]
2|AE HE{E HOtM HiHY

4-2. search_start, search_stop
- EPM AR} Y EX|SHe AP

GET srls O[HIE srl S& srls H0l  msg : B AIZEO|A|X|
2|AE HEZ XS

4-3. create_report

GET target, CHA M s, sl - M2 S25 Bt ooy
worker, 2l MH| srl, 9| srl %t
id M AlZteZ H id

4-4. create_pdf

GET searchSrl create_reportE Sl M2 gl json 2|
MPE B DRI grlS H

of

4-5. reboot, shutdown

GET srls HWEE =22 ZE AZ A msg : 43 HAIX|
s

GET srls e et MHEC| srl 2] gl json 2|
AE




4-7. change_log_server

GET logserverSrl 21 MH{2| SEE srl msg : ‘9 HAIX|

4-8. do_bash_all

GET cmd HH| MEO|M =8l bash msg : 43 HIAIX]
HHO

5. Scripts

5-1. upload_to_git.sh, download_from_git.sh

WA oZ BE L2 2L Y2 g At

5-2. update_db.sh

Cllo[E] HIO|AS AHIO|E & [ At SH| ME0f| A 3{Z=0{0F &H| AH|A C|O|E{H|0] A7 |
OIE &

5-3. create_super_user.sh

djangol| ({ER KN E MME mf AL SH| MH0l|lA 3ljZ=0{0F M| AH|A OFAE] =81 AHIH
o] MME (7|2 AH : whcho888 @gmail.com //
gl135c¢js)

5-4. install-hydra.sh

HA| EX|E & W 0|8st= AAE uhH Cent OS 6 T E

5-5. set_api_password.sh

auth api login2 2|8t H|ZHS 4 2E MHO|M HX|=|0{0F &
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5-6. search_start.sh

712 &Y Hl2
34, e Bash API 52 25 &3 DE M0l A8 =|ofof &

5-5. glances_start.sh, glances_run.sh, glances.conf
712 &Y H| 2

= g

glances £ A& 5}
0| MEE UL,

[ K=]

ances_run2 0] 8% mtdS Qo]
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gIanCeSE =3,

OFX|2t2 2 glances_startE glances_runs MZ2 glances_start.sh 2tof|A| 25 Al

tmux M[MOfl M Al AlZ
A4 FI18 ZLRIZ argument 2 22

5-6. runserver.sh

Ity £2. glances.conf= HFAL AFEHY : /glances_start.sh 10

=

il (glances_run.sh 1t glances.con

7|2 M H|2

HEZH9| YMHE 7|= AFERE tmux M|M etofM 7|10 % £ 3%
5-7. grafana_start.sh, mysqld_start.sh

7|2 M H|2

A2ttt EAMEet mysql DB AMHE 7|= A3EE SH| Mol M &=t &

6. static

Moy S0[Argt

HEZY 7|2

Z=ME0| 2t static THHSS 20s2 MY It
Lot ol M| static THt 71X Y

HEZY Xx|2f static TR St HARSHA ®IZHEl O[O, script, css It S0| 2= XF
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